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The Magic Touch: A Case Report of How Smartphone 
Fingerprint Technology Was Utilized to Establish a  

Last Known Well Time for Recanalization Treatment  
in a Patient With Acute Ischemic Stroke

Jessica Choia, c, James Rheeb, Maya Lewisb, Shlee Songa

Abstract

Tissue plasminogen activator (tPA) is currently a standard of care for 
acute stroke patients. One of the necessary criteria in determining eli-
gibility for tPA is the last known well (LKW) time. The LKW time 
is unfortunately often difficult to obtain accurately if no witness is 
available, thus posing as an obstacle for acute recanalization therapy. 
We present the case of a patient who arrived unresponsive with an 
unwitnessed onset of symptoms concerning for an acute stroke. An 
LKW time was able to be successfully established by using her fin-
gerprint to unlock her phone and discover a coherent text sent a few 
hours prior. Patient was able to receive intravenous (IV) tPA and dem-
onstrated remarkable recovery. The use of fingerprint ID to unlock the 
patient’s phone raises the concern of breach of privacy and whether 
involuntary smartphone searches apply to the emergency code of con-
duct outlined by the FDA. Smartphone applications, such as Apple 
iOS “Medical ID” argues for maximal utilization of smartphone tech-
nology for emergent medical conditions. Utilization of smartphone 
technology can potentially serve a potential solution, but the question 
remains as to whether this practice would be deemed to be ethically 
appropriate under the policy of implied informed consent under emer-
gent conditions.
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Introduction

Tissue plasminogen activator (tPA) has been the standard of 
care for acute stroke patients since its approval by the US Food 

and Drug Administration (FDA) in 1996. Inclusion and exclu-
sion criteria for tPA are determined by several factors includ-
ing recent major surgery, head trauma, anticoagulation use, 
evidence of hemorrhage on imaging and the last known well 
(LKW) time. The LKW time is defined as the last time a pa-
tient is known to be without signs and symptoms of the current 
stroke or at his or her baseline state of health. The pioneering 
NINDS trial (1995) for intravenous (IV) tPA established the 
time window of 3 h from the LKW to time of presentation 
when considered for eligibility [1]; however, the subsequent 
ECASS III trial (2008) further expanded this window to 4.5 
h [2], and this standard is utilized today. The LKW time is, 
however, unfortunately often difficult to ascertain and can pose 
as an obstacle in administering IV tPA. When patients arrive 
unresponsive or aphasic, and there is no one available to obtain 
a history from, a clear LKW time cannot be established and 
thus excludes patients from receiving IV tPA, even if the LKW 
time may have been within 4.5 h. Other exclusion criteria can 
be secondarily delineated through the aid of technology, such 
as lab values (i.e. prothrombin time (PT)/international normal-
ized ratio (INR) and partial thromboplastin time (PTT)) or 
imaging, but LKW time largely relies on verbal history. We 
present the case of a patient who arrived unresponsive, alone, 
and with symptoms concerning for an acute stroke, who was 
able to have a LKW time established through the aid of her 
smartphone and thus successfully receive IV tPA.

Case Report

A 31-year-old woman was brought in by ambulance from the 
airport after losing consciousness shortly after deplaning an 
international flight. Upon arrival to the emergency depart-
ment, patient was minimally interactive and was noted to have 
left-gaze preference, right hemiplegia and aphasia. Computed 
tomography (CT) of the head revealed a hyperdense left mid-
dle cerebral artery. However, patient’s eligibility for tPA was 
hindered as the LKW time was unknown. Hospital staff came 
across the patient’s smartphone, which was secured with fin-
gerprint technology. In an effort to obtain more information, 
staff used the patient’s finger to unlock the phone and subse-
quently came across a text message that had been sent by the 
patient about 2 h prior, just minutes after landing. The text mes-
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sage was coherent without any syntax or grammatical error, 
showing that 2 h prior, the patient had not been aphasic. The 
time of this text message was subsequently used as the LKW, 
and the patient was able to receive IV tPA before proceeding to 
mechanical thrombectomy. Patient was found to have clots in 
both the middle and anterior cerebral arteries with subsequent 
successful recanalization. By discharge, patient demonstrated 
remarkable recovery with minimal residual right-sided weak-
ness and speech issues. Patient was appreciative of emergency 
room nurses who were able to unlock her phone to obtain criti-
cal information for determining patient’s tPA eligibility.

Discussion

Rapid triage and collection of information is critical for stroke 
patients to ensure adequate therapy within the accepted time 
window. In the case of our patient, she was able to receive IV 
tPA but at the potential breach of her privacy. This raises the 
question as to whether involuntary smartphone searches apply 
to the same emergency code of conduct outlined by the FDA, 
which states “planned emergency research involves the sys-
tematic investigation of a condition experienced by individuals 
in a setting where the emergency circumstances require prompt 
action and generally provide insufficient time and opportunity 
to locate and obtain consent from each subject’s legally au-
thorized representative” (FDA 2013) [3]. While the search of 
personal property by hospital personnel has been legally up-
held countlessly [4], it is unclear whether a locked smartphone 
would apply to the same standard. In this particular case, fur-
ther discussion with the risk management division at this spe-
cific hospital verified that the benefits outweigh any risks of 
privacy invasion, so long as the staff keep their viewing of the 
phone limited only to the information which will assist with the 
diagnosis and treatment options for the patient. The advent and 
widespread use of applications, such as Apple iOS “Medical 
ID” [5], which allows individuals to set up critical medical in-
formation to be readily accessible by first responders even via 
a locked screen, further demonstrate the general public support 
for the maximal utilization of smartphones during emergency 
situations without concern for breach of privacy.

Conclusion

The LKW time is often a barrier for patients in receiving IV tPA 
if there is insufficient history available. Utilization of smartphone 
technology (ie. fingerprint identification) can serve as a potential 
solution, as seen in our patient. However, the question remains 
as to whether this action is deemed as an ethically approved 
emergency search under the policy of informed consent, and if 
this method is one that can be continually utilized for acute, un-
responsive stroke patients in determining tPA eligibility.
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